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Wetherby High School’s E Safety and Online Policy
1. INTRODUCTION

1.1 Wetherby High School recognises that ICT (Information and Communication Technology), the
internet, and social networking can be important tools for aiding teaching and learning, providing
opportunities for research and investigation and create a forum for the communication of ideas.
Technology enriches the curriculum, enhances the learning experience of students and supports
creativity and independent thinking.

1.2 The use of ICT to interact socially and share ideas can benefit staff, students and parents/carers;
however, it is important that the use of the internet and internet-enabled devices be seen as a
significant responsibility for students, staff and parents/carers that must be used appropriately.

1.3 It is essential that all staff, students and parents/carers from Wetherby High School are alert to
e-safety and online safety and the possible risks when using the internet and internet enabled
devices. It is also important that staff, students and parents/carers are aware of the importance of
responsible conduct online.

1.4 We know that some adults and young people will misuse mobile phones, the internet, chat
rooms and social networks to harm children and young people. The harm is considerable and our
approach to online safety empowers us to protect and educate students and staff in their use of
technology and establishes mechanisms to identify, intervene in, and escalate concerns where
appropriate.

1.5 E-safety covers the use of the internet as well as mobile phones, electronic communications
technologies and the use of social media and social networks.

1.6 Staff members at Wetherby High School have a responsibility in accordance with the most up to
date guidance: Keeping Children Safe in Education (KCSiE) 2022 and the Guidance for Safer Working
Practice 2018 for those working with Children and Young People in Education Settings, to safeguard
students and report abuse immediately to designated staff members, as per the Safeguarding and
Child Protection Policy. All staff will attend child protection training which outlines forms of abuse,
and includes the indicators and signs of child exploitation.

1.7 This policy has also been informed by the LCC Guidance for Staff working in Educational Settings
on the Use of Digital Technologies and Social Media (2020), CEOP (Child Exploitation and Online
Protection), the Communication Act 2003, DFE guidance document: Preventing and Tackling Bullying
and Cyberbullying 2017, guidance via the UK Safer Internet Centre (UKSIC)

1.8 All staff members have a duty of care to ensure that students are educated about e-safety, know
how to reduce risk of harm, to stay safe, are able to report abuse and know who to talk to about any
concerns around the use of, technology. There is also a duty to ensure that staff conduct does not
bring into question their suitability to work with students.

1.9 When used in the correct manner this technology can give students, staff and parents/carers
many opportunities for personal development and there needs to be a balance between controlling
access to the internet and technology, and allowing students the freedom to explore and use these
tools to their full potential.



1.10 The Designated Safeguarding Lead will ensure that Governors and all staff, including supply
staff and volunteers will receive formal on-line safety training in order to understand their
responsibilities and discharge their duties.

1.11 In order to ensure the development of an e-safety policy, oversee the procedures outlined in
the policy and provide advice for staff and students about e-safety.

1.12 Wetherby High School will also nominate an e-safety officer and a Governor with responsibility
for e-safety to implement the e-safety policy and ensure it is disseminated to staff.

2. AIMS OF THE E-SAFETY POLICY

2.1 This policy aims to outline procedures for the safe use of ICT and technology by staff and
students at Wetherby High School.

2.2 The policy will define the code of conduct for staff and students when online and when using
related technologies, and provide e-safety guidelines.

2.3 The policy aims to raise awareness of good e-safety practice focused upon the value and benefits
of using ICT and related technologies, whilst being mindful of the possible risks and dangers
involved.

2.4 The policy outlines the responsible approach adopted to educating students in online
safety/digital literacy through a broad, relevant and progressive curriculum.

2.5 This policy is available on the Wetherby High Schools’ website for access by parents/carers, staff
and student.

2.6 Throughout this policy, children and young people are referenced as students for the purpose of
safeguarding and child protection. The term students include all children, young people and young
adults at risk, who professionals may come into contact with as part of their role.

2.7 The breadth of issues classified within online safety is considerable, but can be categorised into
four areas of risk:

¢ Content: being exposed to illegal, inappropriate or harmful content, for example:
pornography, fake news, racism, misogyny, self-harm, suicide, anti-Semitism, radicalization and
extremism

¢ Contact: being subjected to harmful online interaction with other users, for example: peer-
to-peer pressure, commercial advertising and adults posing as children or young adults with the
intention to groom or exploit them for sexual, criminal, financial or other purposes

¢ Conduct: personal online behaviour that increases the likelihood of, or causes harm, for
example: making, sending and receiving explicit images (e.g. consensual and non-consensual sharing
of nudes and semi-nudes and/or pornography, sharing other explicit images and online bullying; and

e Commerce: risks such as online gambling, inappropriate advertising, phishing and /or
financial scams. Concerns can be reported to the Anti-Phishing Group https://apwg.org/



https://apwg.org/

3. ROLES and RESPONSIBILITIES
3.1 Governors

Governors are responsible for the approval and adoption of the E-safety and Online Security Policy
and for reviewing the effectiveness of the policy. Governors receive regular information about on-
line safety incidents and receive monitoring reports. A member of the Governing Body is appointed
to the role of Online Safety Governor. The role will include but is not limited to:

¢ Meetings with the e-safety officer and safeguarding team to:
¢ Monitor of online safety incident logs
e Monitor of filtering/change control logs
* Report to relevant Governors/Board/Committee meetings
3.2 Headteacher and Senior Leaders

¢ The headteacher has a duty of care for ensuring the safety (including e-safety) of members of the
school community; day-to-day responsibility for e-safety will be delegated to the e-safety officer

¢ The headteacher and (at least) one other member of the Senior Leadership Team should be aware
of the procedures to be followed in the event of a serious online allegation being made against a
member of staff (refer to the flow chart: Online Safety Incidents in section 4.18.3)

¢ The Headteacher and Senior Leaders are responsible for ensuring that the e-safety officer and
other relevant staff receive suitable training to enable them to carry out their e-safety role and to
train other colleagues, as necessary

¢ The Headteacher and Senior Leaders will ensure that systems are in place to allow for monitoring
and support for staff undertaking the internal e-safety officer role

* The Senior Leadership Team will receive regular monitoring reports from the E-Safety Officer
3.3 E-Safety Officer

* Takes day-to-day responsibility for online safety issues and has a leading role in establishing and
reviewing Wetherby High Schools’ online safety documents and policies

* Works closely with the Designated Safeguarding Lead, who will be able to advise in online safety
issues and provide guidance relating to child protection and safeguarding

¢ Ensures that all staff are aware of the procedures that need to be followed in the event of an
online safety incident taking place

¢ Provides training and advice for staff and maintains an audit of training needed and training
completed

e Liaises with Technical staff

* Receives reports of online safety incidents and creates a log of incidents to inform future online
safety developments

¢ Meets with the Online Safety Governor to discuss current issues and review incident logs and
filtering/change control logs



3.4 Teaching and Support Staff
Are responsible for ensuring that:

¢ They have an up-to-date awareness of online safety matters and of the current online safety policy
and practices

¢ They have read, understood and signed the staff acceptable use policy

¢ They report any suspected misuse or problem to the Headteacher/Designated Safeguarding
Lead/E-safety officer for investigation

¢ All online safety issues are embedded in all aspects of the curriculum and other activities
¢ Students understand and follow the E-Safety and Online Security Policy and acceptable use polices

¢ Students have a good understanding of research skills and the need to avoid plagiarism and uphold
copyright regulations

¢ They monitor the use of digital technologies and mobile devices within lessons and implement
current policies with regard to these devices

¢ In lessons, where internet use is pre-planned students should be guided to sites checked as
suitable for their use and that processes are in place for dealing with any unsuitable material that is
found in internet sites

3.5 Students

¢ Are responsible for using the Wetherby High Schools’ digital technology systems in accordance
with the student acceptable use agreement

¢ Understand the need to avoid plagiarism and uphold copyright regulations

¢ Understand the importance of reporting abuse, misuse or access to inappropriate materials and
know how to do so

¢ Know and understand policies on the use of mobile devices and digital cameras, which extends to
taking/use of images and on-line bullying

¢ Should understand the importance of adopting good online safety practice when using digital
technologies out of school and know that Wetherby High Schools’ e-safety and online security policy
covers their actions out of school, if related to their membership of the school

3.6 Parents/Carers

Parents/carers play a crucial role in ensuring that their children understand the need to use the
internet/mobile devices in an appropriate way. Wetherby High School will take every opportunity to
help parents/carers understand these issues through Meet Your Coach Day, Parent’s Evenings,
newsletters, letters, information located on the website, communications, social media and
information about local and national online safety campaigns and literature. Parents and carers will
be encouraged to support Wetherby High School in promoting good online safety practice.

4. PROFESSIONAL EXPECTATIONS OF STAFF

4.1 The use of computer systems without permission or for purposes not agreed could constitute a
criminal offence under the Computer Misuse Act 1990.



4.2 Staff members at Wetherby High School should act responsibly and with an awareness of the
consequences of their actions. Staff members must act with the best interests of students at all
times.

4.3 Staff who are provided with a laptop/tablet or phone by Wetherby High School must use this
only for academic purposes, these remain the property of Wetherby High School and are open to
scrutiny by Senior Leaders, and all internet traffic will be monitored both on and offsite.

4.4 All staff members are responsible for their personal use of social media, networks and electronic
devices and are expected to ensure that any use of such technologies does not breach Wetherby
High Schools safer working practice or undermine the reputation of the School.

4.5 Staff are personally responsible for the security and privacy settings when using social media
and networks and failing to ensure that privacy settings are secure could lead to a disciplinary
process if the content breaches professional expectations.

4.6 Staff must ensure that their use of ICT and social media is professional at all times, even if this is
outside of the working day, and that behaviour which breaches Wetherby High Schools Code of
Conduct could lead to disciplinary action.

4.7 All contact made with students must be made through appropriate channels, such as teaching
and learning blogs, and should be made within clear and transparent professional boundaries and
only made with regard to matters regarding School.

4.8 Staff must not give out personal details, such as telephone numbers, email addresses, social
media identities to students, ex—students or parents/carers of students. Any contact made with ex—
students should not be made if they are under the age of 18, or in full time education. Great caution
should be advised with regards to any contact with any ex—students and staff members must use
their personal judgement and be mindful of their professional standing. Any member of staff found
to be in contact with students, and ex—students in this way, without consent from the Headteacher,
may be subject to disciplinary action.

4.9 Wetherby High School staff should be aware that when giving information or speaking to
students they should do it in a tone or manner which they would be happy for a parent/carer to
witness. Please be aware that due to the development of smart phone technologies recording of
dialogue between staff and students is an increasing possibility.

4.10 Safe and professional behaviour of staff online will be discussed at induction training. This
relates to the use of social networking sites outside of the working environment. As a Wetherby High
School employee, it is important to be aware that posting information or views about the School
cannot be isolated from your working life. Comments about the School, students, parents/carers or
colleagues can bring Wetherby High School into disrepute and make both the School and the
employee liable to legal action.

4.11 Appropriate computer usage

4.11.1 Staff members are expected to use computers in lessons only for teaching and learning and
not for other work.

4.11.2 Staff must ensure that students are unable to access activities and information on the
computers that is not relevant to teaching and learning, and the lesson.



4.11.3 Staff must log off or lock their computer when not in use to protect confidential and personal
information.

4.11.4 Only members of IT Services should move computer equipment, unplug cables or remove
screws or covers from equipment and upload/download or copy programs and change, or attempt
to change the configuration of any computer.

4.11.5 Students should not use computers in classrooms without permission or without a member of
staff being present, specifically at non-contact times, to ensure that staff members are able to
supervise online access and secure equipment.

4.12 Social media and networks

4.12.1 Staff members should not be in contact with students, ex-students in full time education or
parents/carers of students using social media and networking, unless prior permission has been
given by the Headteacher or you have known them previously on a personal level before they
started at Wetherby High School.

4.12.2 Students should not be added as friends and staff must not respond to friend requests. If a
member of staff suspects that an existing friend is a student or a student is using another name to
befriend the member of staff the friendship should be ended and this should be reported to the
Designated Safeguarding Lead or Headteacher immediately.

4.12.3 If a member of staff coincidently has a contact established with an ex-student, parent/carer
or student the member of staff must use their judgement and regulate this contact. If a student, ex-
student or parent/carer persistently attempts to befriend a member of staff this should be disclosed
to the Designated Safeguarding lead or Headteacher.

4.12.4 The use of personal social networking activity is at the discretion of the individual, however
the professional responsibilities of the individual need to be considered in all postings.

4.12.5 It is important to ensure that your personal information is secure and that high strength
passwords are used and that profile settings are restricted. It is advisable to log out of social
networking sites when not in use as a security precaution.

4.12.6 Staff must be aware of how to set privacy settings on their profile and be mindful that some
social networking sites revert to default settings when an update is made to their service. Staff
should be vigilant to any changes in their profile privacy settings.

4.12.7 Professionals should consider what information they use for their profile, for example the
photograph and the amount of personal information that is displayed. Profiles should not identify
your employer or place of work.

4.12.8 Staff should not publish their Wetherby High School email address on a personal social
networking site, or use this address as part of your login/registration on a personal site.

4.12.9 All postings on social media and networks should be considered to be in the public domain so
staff members should consider this when making decisions about the content of social media
activity.

4.12.10 Any material which is posted on social media and networks which is considered to bring
Wetherby High School into disrepute or is considered to put students or staff at risk of harm will be
dealt with under the Schools Disciplinary Procedure and follow the Allegations Management Policy
(if applicable).



4.12.11 Staff members should not refer online to any students, parents/carers, colleagues or to any
work-related issue. This also includes posting photographs or videos online which identify your place
of work, or any students and parents/carers.

4.12.12. Staff members should never use the Schools networks or equipment to access or update a
social media site, unless this is with prior approval, for example to post on the schools Twitter
account.

4.13 Facebook and Twitter advice
To ensure that staff are safe and protected as professionals:

¢ Keep your profile picture post modest. Remember students can still search for you and see
your picture without being your friend

¢ Create your photo albums with privacy settings so only your friends can see them

* Reject all friend requests from students. You do not need to report this unless it becomes a
recurring problem. People are not notified when you reject their friend request

* Use the Facebook/Twitter privacy settings to limit who can see your full profile. Set it so
that only friends can see everything like your pictures, your wall, and your personal and
contact information

¢ Use limited public information about yourself on your profile. For example, address, email,
date of birth, contact telephone numbers do not need to be shown to everyone, they can be
privately messaged if needed

¢ Do not use your Wetherby High School email address as your email contact

* Report any threats of violence or other inappropriate posts/images to Facebook or to the
relevant authorities, such as the Child Exploitation and Online Protection Centre (CEOP) or
the police

¢ Customise your privacy settings. Limit what people can see when you message them
before you have added them as a friend

¢ Don’t ever announce on your wall that you are going away. Many cases of burglaries are
supported through these disclosures on Facebook and Twitter

4.14 Internet Use

All staff sign an Acceptable Use Policy Agreement which details the expectations placed on staff,
which are outlined within this policy. As a general principle, internet access is provided to employees
to support work related activities. The following list is not intended to be an exhaustive list, but sets
out broad areas of use that the Trust considers to be acceptable uses of the internet.

Wetherby High School web filters are assessed annually as a minimum against the
http://testfiltering.com website as recommended by the UK Safer Internet Centre, the certificates
for these tests are then stored for records. The tests are also carried out again if we have a major
change to web filtering or a change in KCSIE / Government guidance

4.14.1 Acceptable Use

Will include but not limited to:



* To provide communication within School via email or the website
¢ To provide communication with other schools and organisations for educational purposes
¢ To distribute details regarding School meetings
¢ To provide electronic methods of communication
¢ Any other use that directly supports work related functions
4.14.2 Unacceptable Use

The following uses will be regarded as not acceptable irrespective of the means of internet access
and will include but not limited to:

¢ Using the computer to perpetrate any form of fraud, or software, film or music piracy
¢ Use for racial, sexual, homophobic or other harassment
* To access pornographic, obscene or illegal material

¢ To solicit personal information with the intent of using such information to cause emotional or
physical harm

¢ Entering into a commitment on behalf of Wetherby High School (unless you have explicit
permission to do this)

e Visiting internet sites that contain obscene, hateful, pornographic or otherwise illegal material

¢ Downloading commercial software or any copyrighted materials belonging to third parties, unless
this download is covered or permitted under a commercial agreement or other such licence

¢ Hacking into unauthorised areas

¢ Publishing defamatory and/or knowingly false material about Wetherby High School, colleagues
and/or our students on social networking sites, ‘blogs’ (online journals), ‘wikis’ and any online
publishing format

¢ Revealing confidential information in a personal online posting, upload or, transmission, including
financial information and information relating to our students, staff and/or internal discussions

¢ Use of personal email to communicate with or about any students

¢ Introducing any form of malicious software into the corporate network

¢ To disrupt the work of other users, for example, includes the propagation of computer viruses
4.15 The use of mobile phones and personal devices

4.15.1 Under no circumstances should staff use their own personal devices to contact students or
parents/carers either in or out of working hours, unless done so with the consent of the
Headteacher; in these circumstances, the withheld number function must be used.

4.15.2 Staff are not permitted to take photos or videos of students on personal devices. If photos or
videos are being taken as part of Wetherby High School curriculum or for a professional capacity the
school equipment will be used. Any device which takes images, videos, moving images should not be
used during working time, unless it is specifically agreed by the Headteacher and the device is used
for work purpose that do not involve video, images or photographs.



4.15.3 The use of personal equipment within School can only be authorised by the Headteacher or
Senior Leadership Team in order to comply with Safer Working Practice guidance, General Data
Protection Regulations and School policies related to safeguarding.

4.15.4 Any breach of the School E-safety and Online Policy may result in disciplinary action against
that member of staff. More information on this policy can be found in the Safeguarding and Child
Protection Policy and Staff Disciplinary Policy.

4.16 Inappropriate material

In law there is a distinct difference between material that is inappropriate and that which is illegal,
however accessing of inappropriate material is a significant concern with regards to safeguarding
and staff conduct. Staff should be aware that the accessing of illegal material will lead to a case
investigation, allegations management procedures, a possible criminal investigation, prosecution
and barring, even if there is no criminal prosecution.

4.17 lllegal material

It is illegal to make, possess or distribute indecent images of a person under the age of 18 and
viewing these images online may constitute possession of these images even if they are not saved.
Accessing indecent images, real or doctored, of children or students on the internet or making,
storing or distributing such images of students or children is illegal and if proven could lead to
criminal investigation and the individual being barred from working with children.

4.17.1 lllegal incidents — Table next page



If there are any suspected illegal materials or activities found or suspected, report immediately to
the Police, and report under local safeguarding arrangements. Refer to the Online Safety Incident
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4.18 Materials which incite hate, harm or harassment

There are a range of offences in relation to incitement of hatred on the basis of ethnicity, gender,
sexual orientation, sex, gender identity religion and beliefs; and offences concerning harassment and
threatening behaviour which include cyber bullying, whether this is carried out on a mobile phone,
social networking or through email. It is an offence in law to send indecent, offensive, harassing or
threatening messages which cause the recipient distress. Hate crime is a matter for the police and
they must be called if a student or member of staff is a victim of a hate crime.

4.19 Professionally appropriate material

4.19.1 Staff members should not use any equipment belonging to Wetherby High School to access
adult pornography and personal equipment/devices with links and images should not be brought
into the school.

4.19.2 Staff should be aware that actions outside of Wetherby High School which are not
professionally appropriate and which fundamentally breach the staff code of conduct could result in
disciplinary action. Examples of inappropriate materials and actions which breach trust and
confidence in professionals are:

¢ Posting offensive, harassing threatening or bullying comments about colleagues on social
networking sites

¢ Making derogatory comments about students, colleagues, or the School.

¢ Posting unprofessional comments about one’s profession

¢ Making inappropriate statements or using offensive or hate based language.
4.20 Confidentiality and Data

4.20.1 Members of staff have access to confidential information about students, other staff and
parents/carers in order to undertake their daily duties, this may sometimes include highly sensitive
information. This information must not be shared outside of Wetherby High School or with external
parties unless a student is at risk of harm or significant harm or there is an agreed multi-agency plan
around a family and student, which means that sharing of information is in the best interests of the
student.

4.20.2 Confidential information should only be stored on School systems and devices and email
should never be used to transfer sensitive and confidential information. In such cases, sensitive and
confidential information should only be shared using Mail express or other secure methods of
communication.

4.20.3 Any data handled or stored by Wetherby High School is done so in accordance with the GDPR
and Data Security Policy.

4.20.4 Confidentiality and Security

4.20.5 The storing and processing of personal information is governed by the General Data
Protection Regulation and Data Protection Act 2018. Employers are required to provide clear advice
to staff about their responsibilities under this legislation so that, when considering sharing
confidential information, the principals set out in this legislation apply.



4.20.6 Members of staff may have access to confidential information about students and families
and the organisation in order to undertake their everyday responsibilities and in some
circumstances, this may be highly sensitive or private information. Such information should only be
shared when legally permissible to do so and in the interest of the student. Records should only be
shared with those who have a legitimate professional need to see them.

4.20.7 Only authorised school-based devices and systems should be used to store and transfer
confidential information. Developments in technology have improved the security of e-mail. This has
meant that Leeds City Council have been able to follow centrally issued guidance to protect personal
and special category data sent by standard e-mail. When e-mail services are configured
appropriately at both ends of the route, e-mail is just as good as Mail Express or any other secure
data transfer mechanism once controls are in place.

4.20.8 For further guidance in relation to sending personal information electronically, please refer to
the guide for schools, Exchanging Data Electronically (December 2018). Members of staff found to
be compromising confidentiality by use of unauthorised systems and devices could be subject to
disciplinary action.

4.20.9 For further information in relation to confidentiality issues and safe storage of data please
refer to the Safer Working Practice Guidance for those working with Children and Young People in an
Educational Setting (May 2019).

4.21 Cyberbullying — Expectations of Colleagues

4.21.1 Cyberbullying, bullying, harassment, defamatory comments, offensive correspondence and
hate incidents within and outside of school will not be tolerated and any member of staff found to
be behaving in this manner will be dealt with in accordance with the staff code of conduct and
Wetherby High School Whistleblowing Policy (as appropriate). This may lead to disciplinary action
and in specific circumstances will be considered a criminal offence.

4.21.2 Cyber bullying consists of threats, harassment, embarrassment, humiliation, defamation or
impersonation and could take the form of general insults, prejudice-based bullying or discrimination
through a variety of media. Media could include email, Virtual Learning Environments, chart rooms,
web sites, social networking sites, mobile and fixed-point phones, digital cameras, games and virtual
world sites.

4.21.3 If any member of staff is a victim of this behaviour they must follow the Whistleblowing Policy
and report this behaviour as soon as possible to their line manager or the Headteacher. The victim
will be offered support and this will be fully investigated and the relevant policies followed, a referral
may be made to the appropriate authorities if deemed appropriate.

4.21.4 Members of staff are required to take steps to protect themselves and their personal
information by:

¢ Keeping all passwords secret and protect access to their online accounts
¢ Not befriending students on social networking services and sites

* Keeping personal phone numbers private

* Not using personal phones to contact parents/carers and students

» Keeping personal phones secure, i.e. through the use of a pin code



¢ Not posting information about themselves that they would not want employers,
colleagues, parents/cares or students to see

¢ Not retaliating to any incident

* Keeping any evidence of an incident

* Promptly reporting any incident using existing routes for reporting concerns
4.22 Wetherby High School email accounts, etiquette and appropriate use

4.22.1 Staff must only use their own school account, internet and email password, and not share this
password.

4.22.2 Email etiquette should be observed and emails should be written carefully and politely, the
tone of an email should be considered before sending. Emails should be sent to specific member/s of
staff and not just through a general distribution list, unless applicable. and should have a specific
title related to the content. Content of emails should be simplified into simple bullet points as much
as possible and the ‘High importance’ feature should be used only if it is a matter is urgent. Staff
should try and respond to email requests as efficiently as possible, however, where possible staff are
encouraged to have more face-to-face communication with colleagues.

4.22.3 To ensure that we create a professional environment the sending of anonymous messages
and chain letters is not allowed.

4.22.4 If an email is received with an attachment, it must not be opened unless the sender is known.
If in doubt, check with IT Services.

4.22.5 In order to manage data all emails should be deleted when read if not needed at a later date.
Staff should try and use the calendar or flagging system in their emails and delete their inbox,
deleted and sent items regularly.

5. Policy and Guidance for the Safe use of Student Photographs

5.1 Photographs, images of students” work and recorded images are part of daily school life and
enhance the learning experience and environment for our students, parents/carers and staff
members. They are used to showcase the talents and work of our students, express our collective
pride and celebrate the talents of the student body. We therefore acknowledge the importance of
having safety precautions in place to prevent the misuse of such material.

5.2 Under the General Data Protection Regulations 2018 images of students and staff will not be
displayed in public, either in print or online, without parent/carer permission. On admission to the
Trust establishment parents/carers will be asked to sign consent form(s) relating to the use of
student photographs, images of students’ work and recorded images. We do this so to prevent
repeatedly asking parents/carers for permission over the academic year.

5.3 Parents/carers can withdraw their consent at any time in writing, without giving a reason. Trust
establishments will comply with parent/carer wishes and will make every effort to remove existing
images wherever they have been published.

5.4 Wetherby High School processes biometric data of students and staff to provide access to
specific systems (printing and cashless catering). Biometric data is only processed with prior consent
from the parent/carer of the student and is stored in an anonymised fashion. This data can also be
removed at any time with a request from the parent/carer.



5.5 Images of students must not be displayed or distributed, for example in a newsletter or website,
without parent/carer permission.

5.6 All images and video content including students is processed with prior consent, if consent is to
be withdrawn the school would follow processes as set out in the GDPR and Data Security policy.

5.7 Using photographs of students

5.7.1 Photographs and video images must be created with the school’s advice and equipment only.
No members of staff should use personal devices to record or store images of students.

5.7.2 It is important that published images do not identify students or put them at risk of being
identified. Only images created by or for Wetherby High School will be used in public and students
may not be approached or photographed while in the school or undertaking school activities without
the School’s explicit permission.

5.7.3 Electronic and paper images of students will be stored securely and the names of stored
photographic files will not identify the student.

5.7.4 All images of students are processed and stored in accordance with the General Data
Protection Regulation 2018, and following the GDPR and Data Security policy.

5.7.5 Images will be carefully chosen to ensure that they do not pose a risk of misuse. This includes
ensuring that students are appropriately dressed. Photographs of activities which may pose a
greater risk of potential misuse (for example, swimming activities), will focus more on the sport than
the students (i.e. a student in a swimming pool, rather than standing by the side in a swimsuit).

5.7.6 When images are used for public documents, including in newspapers, full names will not be
published alongside images of the student. Groups may be referred to collectively by year group or
House.

5.7.7 Events recorded by family members of the students such as School productions or sports
events must be for personal use and only at the discretion of the School and the Headteacher.

5.7.8 Students are encouraged to inform a member of staff if they are concerned or uncomfortable
with any photographs that are taken of them or photographs that they are being asked to
participate in.

5.7.9 Any photographers that are commissioned by the School and will be fully briefed on
appropriateness in terms of content and behaviour. The photographer will wear identification at all
times, will not have unsupervised access to the students and will be supervised by a member of
staff. For more information on the Schools safeguarding procedures please refer to the Wetherby
High School Safeguarding and Child Protection Policy.

5.7.10 Child protection designated officers are aware of students who need protection and who
would be put at risk if their image is used and will ensure that members of staff are made aware of
students who cannot have their image published in any form.

6. CONSEQUENCES OF INAPPROPRIATE ACTION BY MEMBERS OF STAFF

6.1 The School may exercise the right to monitor the use of school computer systems, including
access to websites, the interception of email and the deletion of inappropriate materials without the
consent of the member of staff. This extends to the remote monitoring of trust owned devices when
outside of the School setting.



7. TEACHING AND LEARNING THROUGH ICT

7.1 E and online safety is integrated into the curriculum in every circumstance where the internet or
technology are being used, and during Personal, Social, Health and Economic Education (PSHE)
lessons where modules relating to: managing risk and personal safety/ social influences/ media
literacy and digital resilience is being taught; refer to the School’s Relationships and Sexual Health
Education Policy (RSHE) for further details with regards to the taught curriculum and specific E and
online safety education.

7.2 Students will be taught about the possible risks and dangers that they might encounter when
using ICT, the internet, mobile phones, gaming stations and personal devices through ICT lessons,
implicitly throughout the curriculum and during PSHE/RSHE. The breadth of issues covered within
the taught RSHE curriculum can be categorised into four areas of risk:

e content: being exposed to illegal, inappropriate or harmful materials
e contact: being subject to harmful online interaction with other users
¢ conduct: personal online behaviour that increases the likelihood of, or causes, harm

e commerce: being at risk from online gambling, inappropriate advertising, phishing and/or
financial scams Students will be taught (age and stage appropriately):

¢ how photographs can be manipulated

¢ the importance of keeping personal information private

¢ about safe social networking and chat rooms

¢ ownership of personal images and the risks sharing intimate nude and semi-nude images
¢ what constitutes a healthy relationship online

¢ the characteristics of abusive behaviours online

¢ awareness of exploitation both sexual and criminal

¢ the skills to challenge or seek support for financial exploitation online

* how to develop media literacy and digital resilience

¢ the implications of inappropriate posts on career progression and employment

7.3 The internet is used in Wetherby High School to raise educational standards, promote student
achievement, support the professional standards of the work of staff members and to enhance the
School’s management functions. It is the responsibility of every staff member to equip students with
the necessary ICT skills, transferable knowledge and awareness to enable them to make outstanding
progress, fulfil their potential and secure further and higher education, apprenticeships and/or
employment.

7.4 Students will have access to ICT and e-safety information as part of their ICT curriculum, and/or
via access to the ICT where they can access a number of teaching and learning resources. To enable
students to expand their horizons they have unlimited access to worldwide educational resources
and institutions such as art galleries, museums and libraries and can contact schools in other
countries resulting in cultural exchanges between students all over the world. This is supported by
internet security, web filtering and pre-exchange checks.



7.5 Teaching and Learning is enriched by access to subject experts, role models, inspirational people
and organisations and an enhanced curriculum this includes:

¢ interactive learning tools

e access to case studies, videos and interactive media to enhance understanding
e collaborative activities, locally, nationally and globally

¢ self-evaluation

¢ feedback and assessment

¢ updates on current affairs

7.6 ICT can be used to give students the freedom to be creative and the opportunity to explore the
world and its differing cultures from within a classroom. It can be used as a tool for social inclusion
and provide personalised access to learning.

7.7 For members of staff ICT can aid professional development through access to national
developments, educational materials and examples of effective curriculum practice and classroom
strategies. It can allow professionals to access professional support through networks and
associations. It is a communication tool which gives professionals the ability to mark and assess
student work and provide immediate feedback to students and parents/carers. It is also an
administrative instrument used for class management, attendance records and assessment tracking.

7.8 Engagement with parents/carers is integral to the work of members of staff and ICT gives
parents/carers access to the Schools website pages with a wide variety of information and
resources.

7.9 Learning to evaluate internet content

7.9.1 There is a multitude of information available online and it is important that students learn how
to evaluate internet content for accuracy and intent. Students are taught to become digitally literate
across the whole curriculum and are encouraged to be critically aware of materials they read, and
how to validate information before accepting it as accurate. Students will be taught to understand
the bias of web authors, separate fact from fiction and practice etiquette on the internet, emails and
social media. Students learn how to use age-appropriate tools to search for information online, how
to acknowledge the source of information used and to respect copyright.

7.9.2 Plagiarism is against the law and Wetherby High School will take any intentional acts of
plagiarism seriously. If plagiarism has occurred during an exam or a piece of coursework the student
may be prohibited from completing that exam.

7.9.3 Wetherby High School will also take steps to filter internet content to ensure that it is
appropriate to the age and maturity of students. If staff or students discover unsuitable sites, then
the URL must be reported to the E-safety Officer and IT Technicians. Wetherby High School’s filtering
is installed in accordance with Keeping Children Safe in Education (September 2022)

7.9.4 Any material found by members of the School that is believed to be unlawful will be reported
to the appropriate agencies. Regular software and broadband checks will take place to ensure that
filtering services are working effectively.



8. MANAGING VIDEO CONFERENCING AND WEBCAM USE

8.1 Video conferencing should use the School portal rather than the internet to ensure quality of
service and security. Students should have permission from the member of staff before making or
answering video conference calls.

9. SOCIAL NETWORKING, SOCIAL MEDIA AND PERSONAL PUBLISHING

9.1 Personal publishing tools include blogs, wikis, social networking sites, bulletin boards, chat rooms
and instant messaging and Twitter. These online forums are the more obvious sources of
inappropriate and harmful behaviour and where students are most vulnerable to being contacted by
an abusive person.

9.2 Itis important that we educate students so that they can make their own informed decisions and
take responsibility for their conduct online. Staff and students are not allowed to access non—
academic social media sites within School.

9.3 Social media sites have many benefits for both personal use and professional learning; however,
both staff and students should be aware of how they present themselves online. Students are taught
through the ICT curriculum and PSHE about the risks and responsibility of uploading personal
information and possible long-term implications of this information being in the public domain.

9.4 Students are educated on the dangers of social networking sites and how to use them in safe and
productive ways.

9.5 Any websites that are to be used in lessons will be risk-assessed by the teacher prior to the
lesson to ensure that the website is age-appropriate and safe for use.

9.6 Official blogs created by staff or student/student groups will be password-protected and will be
incorporated on the school website with prior approval of the Headteacher.

9.7 Staff and students are encouraged not to publish specific and detailed private thoughts,
especially those that might be considered personal, sensitive, hurtful, harmful, hateful or
defamatory. Wetherby High School expects all staff and students to remember that they are
representing the School at all times and must act appropriately.

10. EQUAL OPPORTUNITIES

10.1 Wetherby High School believes that it is essential that everyone can have access to ICT and that
learning opportunities should be provided for all students, regardless of their ability, ethnicity, age,
gender, sex, gender identity, beliefs, values, religion, culture and whether they have a Special
Educational Need and/or Disability (SEND).

10.2 This is underpinned by the requirements set out in the Equalities Act 2010.

10.3 ICT can be a positive tool for students with SEND and access to the internet and ICT can be a
vital link for communication with the outside world, which can enable every student to have access
to information, communicate with others and develop ideas and research independently.

11. MONITORING

11.1 All internet traffic and use are monitored on Wetherby High School equipment both on and off
site. The School will take any issues identified by staff, students and parents/carers, regarding any



breach of social media sites seriously and this will be investigated and dealt with by the Senior
Leadership Team and Headteacher.19

11.2 Active Monitoring is in place on all school owned equipment and supported by and accredited
safeguarding provider. All incidents are raised with the local safeguarding teams and a full
communication protocol is in place for deployment.

12. MOBILE PHONES AND PERSONAL DEVICES - STUDENTS

12.1 Mobile phones and personal communication devices are common in today’ society, however it
is important that we are aware of how to use them safely. There are issues surrounding student use
of mobile phones to video and/or take photographs of other students and staff members. Devices
with integrated cameras can lead to safeguarding and data protection issues. Mobile phones can
also be used by students to access inappropriate internet material. If taken into School they can be a
distraction in the classroom and are valuable items that could be stolen, damaged, or lost.

12.2 Wetherby High School will not tolerate inappropriate use of mobile phone or any other devices
against either students or staff. Sending inappropriate, suggestive or abusive messages is forbidden
and anyone who is found to have sent a message of such content will face sanctions in accordance
with the Behaviour Policy.

12.3 Images or files should not be sent between mobile phones in School and mobile phones can be
confiscated by a member of staff, devices should not be searched by staff without students’
permissions or without the student being present. Staff should not view any images or videos of a
sexual nature.

12.4 Any student who brings a mobile phone or personal device into School is agreeing that they are
responsible for its safety. Wetherby High School will not take responsibility for personal devices that
have been lost, stolen, or damaged.

12.5 Students who use mobile or technical devices in an inappropriate manor be sanctioned in line
with this policy.

12.6 Students are under no circumstances allowed to bring mobile phones or personal devices into
examination roomes. If a student is found with a mobile phone or personal device in their possession
it will be confiscated. The breach of rules will be reported to the appropriate examining body and
may result in the student being prohibited from taking that exam.

13. MANAGING INFORMATION SYSTEMS

13.1 A designated member of staff is responsible for reviewing and managing the security of the
computers and internet networks along with the Network Managers and IT technicians. Wetherby
High School takes the protection of data seriously and school networks are protected, as far as is
practicably possible, against viruses, hackers and other external security threats. The security of the
information systems and users will be reviewed regularly by the Network Managers, and virus
protection software will be updated regularly.

13.2 Some of the safeguards school takes to secure computer systems ensure that all personal data
sent over the internet or taken off site is encrypted, making sure that unapproved software cannot
be downloaded to school computer, checking files held on school network for viruses.



14. EMAILS

14.1 Students should be aware that Wetherby High School email accounts should only be used for
school-related matters. Students and parents/carers should only be contacted via an approved email
account. Wetherby High School has the right to monitor emails and their content, but will only do so
with good reason.

15. CYBER-BULLYING

15.1 Cyber-bullying is defined as bullying that takes place using electronic technology. Electronic
technology includes devices and equipment such as mobile phones, computers, and tablets as well
as communication tools including social media sites, text messages, chat, and websites. Examples of
cyberbullying include abusive text messages or emails, rumours sent by email or posted on social
networking sites, and distributing embarrassing pictures, videos, websites or fake profiles.

15.2 Cyber-bullying by students and staff will not be tolerated and will be treated seriously.

15.3 If a member of staff is aware of any inappropriate incidents they must take this seriously, act as
quickly as possible to establish the facts and report the incident to the appropriate member of staff.
These members of staff will investigate the matter fully, provide support for the victim, and alleged
perpetrator (as appropriate) to act restoratively and apply sanctions when necessary.

15.4 If a sanction is used, it will correlate to the seriousness of the incident. The student will be
asked to remove any harmful or inappropriate content that has been published, and the service
provider may be contacted to do this if they refuse or are unable to remove it. The student may have
their internet access suspended.

15.5 Any allegations of inappropriate behaviour by students will be managed in accordance with the
Schools ethos.

16. PUBLISHED CONTENT AND THE TRUST ESTABLISHMENT WEBSITE

16.1 Wetherby High School’s website is a tool for communicating the school’s ethos, academic pride
and practice to the wider community. It is also a valuable resource for parents/carers, students, and
staff for keeping up-to-date with news and events. The websites are also used to celebrate whole
student body and individual student achievements and for the promotion of projects, events that
encourage the development of cultural capital and extra-curricular activities.

16.2 The website is in the public domain, and can be viewed by anybody online. Any information
published on the website will be carefully considered in terms of safety for students and staff,
copyrights and privacy policies. No personal information about students or staff will be published.

17. MANAGING EMERGING TECHNOLOGIES

17.1 Technology is progressing rapidly and new technologies are emerging all of the time. Wetherby
High School will risk-assess any new technologies before they are allowed into school, and the school
will consider their educational benefit. Wetherby High School keeps up-to-date with new
technologies and is prepared to quickly develop appropriate strategies for dealing with new
technological developments.

18. PROTECTING PERSONAL DATA

18.1 Wetherby High School believes that protecting the privacy of our staff, students and
parents/carers and regulating their safety through data management, control and evaluation is vital.



18.2 Wetherby High School collects personal data from students, parents/carers, and staff and
processes it in order to support teaching and learning, monitor and report on student and teacher
progress, and strengthen our pastoral provision.

18.3 Wetherby High School takes responsibility for ensuring that any data collected is used correctly
and only as is necessary, and the school will keep parents/carers fully informed of how the data is
collected, what is collected, and how it is used.

18.4 National Curriculum results, attendance, assessment data, registration records, SEND data, and
any relevant medical information are examples of the type of data the school will capture. Through
effective data management we can monitor a range of provisions and evaluate the wellbeing and
academic progression of students to ensure that they receive an exceptional education and to
respond to the changing needs of students.

18.5 In line with the General Data Protection Regulations (GDPR) 2016 and Wetherby High School’s
Data Protection Policy we will follow the principles of good practice when processing data. We will
ensure that data is fairly and lawfully processed and only for limited purposes. Wetherby High
School will ensure that all data processed is adequate, relevant, accurate and not excessive. Data will
only be kept for the regulated period of time. It will be processed in accordance with the data
subject's rights and will always be secure and not transferred to other countries without adequate
protection.

18.6 There may be circumstances where Wetherby High School is required either by law or in the
best interests of our students/staff to pass information onto external agencies or authorities; for
example, the Local Authority, OFSTED, or Children’s Social Work Services. These have their own
policies relating to the protection of any data that they receive or collect.

19. USING MUSIC

All music/songs must be purchased by Wetherby High School. Fair use does not allow us to use
copied material, unless you are using less than 30 seconds of the track.

* In a lesson: If the song/music being used relates specifically to a part of the curriculum
(e.g. a music lesson on pop music) then a pop song could be saved to the network and used
as part of fair usage. However, this song should never be made available to the general
public and should always be behind a secure network

¢ For extracurricular activities: If you require music for an extra-curricular activity then
please contact IT and your line manager as this will need to be purchased and downloaded
for you

¢ Use on the website: Under no circumstances is it allowed for copyrighted music to be
placed on the school website. Please ensure that you remove any music from clips that you
wish to place on the website



